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O HANPABJIEHUN UHOOPMALIUU

[enapTameHT rocyaapcTBeHHOM NoAUTUKK B chepe obuiero obpasoBaHna MuHobpHaykmn Poccum
HanpasaAeT ANsA cBeAeHUs paspaboTaHHble BpemeHHol Komuccueli Coseta deaepauum no pasBUTUIO
MHOOPMALMOHHOrO 06LLLeCTBa METOAMUYECKME PEKOMEHAALUMM O pPasMelleHUn Ha MHPOPMaLMOHHbIX
cTeHaax, opuLManbHbIX MHTEepPHeT-canTax 7 APpYyrux NHPOPMALMOHHbBIX pecypcax
06ueobpasoBaTe/ibHbIX OPraHM3aLunii U OPraHoOB, OCYLLLECTBAAIOWMX YripaBaeHme B chepe obpa3oBaHus,
nHpopmauum o besonacHom NoBeaeHUN N NCNONb30BaHUK ceTn "UHTepHeT".

Oupektop JenaptameHTa
A.E.TTETPOB

Mpunoxkenune

METOANYECKME PEKOMEHAOALUN
O PASMELWLEHNN HA UHOOPMALMOHHbIX CTEHAAX, OPULIMA/IbHBIX
MHTEPHET-CAUTAX U APYINX UHOOPMALIMOHHbBIX PECYPCAX
OBLLEOBPA3OBATE/IbHbIX OPTAHU3ALIUA U OPTAHOB, OCYLLECTBNAIOLMUX
YNPABNEHUE B COEPE OBPA3OBAHUA, UHOOPMALUU O BE3OMNMACHOM
NOBEAEHUN U NCNOJIb3OBAHUU CETU "MHTEPHET"

dKcneptamuM UM uYneHamu BpemeHHoM Komuceum Coseta Pepepaumm  nNo  pasBUTULO
MHPOPMaLUMOHHOIO obLecTBa B paMKax BbINOJIHEHMA PEKOMEHZAUUA NapAaMeHTCKMX CAyLaHuiA
"AKTyaNbHble Bonpocbl obecneyeHns 6e3onacHOCTM W pa3BuTMA aeTelr B MHOOPMALMOHHOM
npoctpaHcTee”, Kotopble npownn B CosBete Pepepaumm 17 anpens 2017 r., 6blan paspaboTaHbl
METOANYECKME PEKOMEHAALMM O pasMeleHnn Ha MHOPOPMALMOHHbLIX CcTeHaax, oduuManbHbIX
WHTEpPHET-CalTax W ApYyrnx WMHPOPMAUMOHHBIX pecypcax ob6uieobpasoBaTebHbIX OPraHU3auMn U
OpraHoB, OCYLLECTBAAIOWMX ynpasieHne B cdepe o6pasoBaHusA, WMHPopmaumm o 6GesonacHom
noBefeHUN U UCNONb30BaHUK ceTh "UHTepHeT" (aanee - meToanYecKkme pekomeHaaumm).

MeToaMyeckne peKoMeHZalUMW  Hanpas/ieHbl Ha  KayecTBeHHOe MNOBbllEHWE  YPOBHA
MHOOPMALMOHHOW AeaTeNbHOCTM 06LeobpasoBaTe/ibHbIX OpraHM3aLmMii U OpraHoB, OCYLLECTBAAIOLNX
ynpasneHve B cdepe obpa3oBaHMA, B YacTU MHOOPMUPOBAHMA yYaLLMXCA, UX poauTenei (3aKOHHbIX
npeacrasuTenei) M neaarorMyecknx pPaboTHUMKOB 06 OCHOBHbIX acrnekTax WHGOPMaLMOHHOM
6e3onacHocTu.

MeToamuyeckme pekomeHZauumun no3BoNAT ob6uieobpasoBaTesibHbIM OPraHM3aUMaAM W OpraHam,
OCYLLECTBAAOWMM ynpaBneHMe B cdepe 06OpPa30BaHWMA, aAKTya/IM3MPOBATbL YXKE MCMOJb3yemble W
pasmelleHHble MHPOPMaLUMOHHbIE MaTeprasbl, Tak U NOATOTOBUTbL MUX B C/Iy4ae UX OTCYTCTBUA C Yy4ETOM



NIYYLINX MPaAKTUK U peKoMeHaaLUUNA.
B pamKax meToAnYecKuUX PeEKOMeHAALMN pacCMaTPUBAIOTCA CAeayolmne UHCTPYMEHTbI:
1. "HGOPMALIMOHHbIE CTeHAbI;
2. oduUMaNbHbIE UHTEPHET-PECYPChI;

3. cpeacTBa MaccoBoi MHpopmaLMK (LUKONbHbIE ra3eTbl, Negarorniyeckne UsgaHua U gpyrue).
MHdopmaunOHHbIe CTEHADI

Ha nHdopmaumnoHHbIX cTeHaax B 06ueobpa3oBaTeibHbIX OpPraHn3aumax, pacnosioxeHHbIx B ¢pone
yupexaeHuin u B KabuHeTax, OCHALLEHHbIX MEepPCOHa/bHbIMW YCTPOMCTBAMM [N BbIXO4a B CeTb
"MHTepHeT", pekomeHAayeTcA pasmecTUTb MHPOPMaLMOHHbIE NAMATKN, COAEPKALLNE OCHOBHbIE COBETbI
no obecnevyeHno MHPOPMaLMOHHOM He30MacHOCTU yYaLmxca.

B npunoxeHun N 1 K mMeToaMYECKMM peKoMeHZauuam npeacTaBneH obpasel, namaATKM Ana
pasmeLLeHMA Ha MUHGOPMALLMOHHbIX CTEHAAX.

CpepacTtBa maccoBoit UHopmauum

B cpeactBax maccoBoit MHPOPMaUMKM, OPUEHTUPOBAHHBLIX Ha O6yYaloWMXcA, peKomeHayeTca B
TeyeHne y4yebHOro roga perynsapHo nyb6auMKoBaTb MHOOPMAUMOHHbIE MaTepuanbl, MOCBALLEHHblE
OTAEeNbHbIM acnekTam WHPOPMaUMOHHOM 6e30MacHOCTM, a TaKXKe pas/iMyHble NaMATKM obuiero
XapakTepa.

B cpeactBax mMaccoBol MHGOPMALMM, OPUEHTUPOBAHHbLIX HA MefarorMyeckyro o6LWeCcTBEHHOCTb,
peKOMeHAyeTca B TeYeHWe Ka/lieHJapHoro roga peryasapHo nybnukosatb MHGOPMaLMOHHbIE
MmaTepuanbl, MOCBAWEHHble OTAE/NbHbIM  acnekTam  WMHPOPMaLMOHHOM  6e30nacHOCTU  Kak
HeCcoBepLUEHHOIETHUX, Tak U 0b6Weobpa3oBaTeNbHbIX OpPraHM3aumii, a TaKXKe pas/iMyHble MaMATKM,
0630pbl HOPMATMBHO-NMPABOBOrO PEryiMpPoBaHMA AaHHOW cdepbl U UHPOPMALUMIO O aKTyasibHbIX
MeponpuUATUAX 1 cobbITUAX B flaHHON chepe.

B xope nposepeHus EguHoro ypoka no 6esonacHoctM B cetu "MHTepHeT" pekomeHpyeTtcs
obecneunTb BbIMNYCK TEMATMYECKOro BbIMyCKA CPeACTBA MaccoBol WHPopmaumm nmMbo cepum
nyb6avKaumim, cpean KOTOPbIX PacCMOTPETb OPraHW30BaHHblE MEepPonpUATUA A1A 00y4vatoWwMxca, MX
poauTeneli (3aKOHHbIX NpeacTaBUTENE) U NearorMyeckor obw,ecTBEHHOCTH.

OduumanbHblie UHTEpPHET-pecypcbl

ObuweobpasoBaTesibHbIM OpPraHM3aUMAM pPEKOMEHAYeTCA Ha cBoMX oduumanbHbix WHTEpHeT-
pecypcax obecneunTb ¢GYHKLMOHMPOBAHME CAMOCTOATENBHOIO M CNEeuuannsnMpoBaHHOro pasgena
"MHbopmaumoHHana 6e3onacHocTb", B pamKax KOTOPOro npeaycMOTPeTb pasmeLLleHue cheaytoLLei
MHbopMmauuu:

N Pasaen/noapasaen | ®opmat npeacraBneHus CopeprkaHue matepumanos
maTepuanos
1. |/loKanbHble Konuu goKymeHTOB B PasmeLLatoTca KONUKU LOKYMEHTOB, T.€.
HOpMaTMBHbIE aKTbl B | dopmate *PDF CKAHMPOBAHHbIV BAPUAHT SOKYMEHTAa,
chepe obecneyeHus COOTBETCTBYIOLWMI TpeboBaHMAM K
MHPOPMaLMOHHOM napameTpam CKaHMPOBaHWA.
6e3onacHoCTH PasmelLaloTca LOKYMEHTbI,




obyuatoLmxcs PernameHTUPYIOLLME OpraHn3aumio 1
paboTy C NepcoHabHbIMM AaHHbIMMU,
NAaHbl MEPONpPUATUIA No obecneyeHunto
MHbOpPMaUNOHHOW besonacHoCTH
obyualowwmxca u gpyrve.

2. |HopmatusHOe Konun OKymeHTOB B My6aMKylOTCA aKTyanbHble CBEAEHUS O
peryinposaHue ¢dopmate *PDF desepanbHbIX U permMoHaNbHbIX 3aKOHAX,
NMCbMax OpraHoOB BNACTU U Apyrue
HOPMaTMBHO-NPABOBble AOKYMEHTbI,
pernameHTUpytowme obecneveHune
MHbOpMaUMOHHOM besonacHoCTH
HecoBepleHHoneTHUX. [lonyckaeTca
BMECTO KOMWI pasmeLLaTb rmMnepccbiiku
Ha COOTBETCTBYIOLLNE AOKYMEHTbI Ha
caliTax OpraHoB rocyAapcTBEHHOW BAACTU.

3. Meparornyecknm TeKcT Ha cTpaHuue caiTa | PasmellatoTca meTogmyeckme
paboTHMKam Konun fOoKymeHTOB B pekomeHOauMn 1 yKasblBaeTca
¢dopmate *PDF MHbOPMALUA O MEPONPUATUAX, MPOEKTaX

M Nporpammax, HanpasaeHHbIX Ha
NnoBbleHMe NHPOPMALMOHHOM
rPaMOTHOCTU Negarornyecknx
paboTHMKOB.

4. | Obyyvatowmmes TeKCT Ha cTpaHuLe caliTa | Pasmeltaetca MHPOpPMaLMOHHAA NamMATKa
(npunoxkexune N 2) n ykasbiBaeTcs
MHbOPMALMNA O MEPONPUATUAX, MPOEKTaX
M Nporpammax, HanpasaeHHbIX Ha
NnoBbleHMe NHPOPMALMOHHOM
rPamoTHOCTM 0ByYatoLMXCS.

5. |Pogutensam TeKcT Ha cTpaHuLe caiTa | Pasmeltaetcs MHGOPMaLMOHHAA NaMATKa
(3aKOHHBbIM (npnnoskeHune N 3).
npeacTaBUTeNaM)
obyuatowmxcsa

6. |[eTckue 6e3onacHble | TeKCT Ha CTpaHuLe caliTa | Pasmewaetca nHpopmauma o

CanThbl pekoMeHAyeMbIX K MCMOJIb30BAHUIO B
y4yebHom npouecce 6e3onacHbIX caliTax,
6aHHepbl 6e30NacHbIX AETCKMX CANTOB.

OpraHam, OCyWecTBAALWMM ynpaBneHve B cdepe ob6pasoBaHMsA, PEKOMEHAYETCA Ha CBOMX
opuumanbHbix  UHTepHeT-pecypcax  obecneuntb  GYHKLUMOHMPOBAHME  CAMOCTOATENLHOIO MU
cneunanmsmpoBaHHoro pasgena "MHPopmaumoHHas  Bes3onacHocTb”, B  paMKax KoOTOporo
npesycmoTpeTb pasmelleHue ceaytouein MHGopmaLmm:

Mpunoxkenne N 1



NAMATKA
[N1A OBYYAIOLLIMXCA OB UHPOPMALIMOHHOM BE3OMACHOCTU AETEM

HENb3A

1. Bcem noapaa coobuiatb CBOK YacTHyO UHOpMaUmio (HacTosawme ums, pamuaunio, TenedoH,
agpec, HoMmep LWKObI, a TakXe doTorpadun ceou, CBoen cemMbm n Apy3eit);

2. OTKpbIBaTb BNOXEHHbIE $aiibl SNEKTPOHHOM NOYTbI, KOTAa He 3Haellb OTNPaBUTENS;
3. [py6buTb, NPUAMPATLCA, OKA3bIBaTb AaBJeHME - BECTU ceba HEBEXANBO U arpeCcCUMBHO;

4. He pacnopsKanca AeHbramu TBOel cembu 6e3 paspelleHus cTaplmx - Bcerga crnpalmsan
poautenen;

5. He Bctpevanca c MIHTepHET-3HAaKOMbIMW B pPeanbHOM KMU3HW - MOCOBETYMWCA CO B3POC/bIM,
KOTOpOMY flOoBepAellb.

OCTOPOXHO

1. He Bce nuwyT npaBay. Yutaewb o cebe Henpaeay B MHTepHeTe - cooblm 06 3ToM CBOUM
pPOAUTENAM AU ONEKYHAM;

2. MpuUrnawaloT nepenmncbiBaTbCa, Urpatb, 0BMEeHNBATLCA - NPOBEPb, HET IN NOABOXA;
3. He3zakoHHoOe KonupoBsaHue ¢aitnos B MIHTepHeTe - BOPOBCTBO;
4. Bcerpa paccKkasbiBali B3poC/biM 0 Npobiemax B CETU - OHM BCeraa nomoryT;

5. Mcnonb3yn HacTpoMKM 6e30MacHOCTM U MPMBATHOCTU, YTODObI HE MOTEPATb CBOM aKKayHTbl B
couceTax U Apyrux nopTanax.

MOXHO
1. YBarkali Apyrmux nosb3oBaTenen;
2. Monb3yewbcs MHTEPHET-UCTOYHUKOM - A€Nail CCbINIKY Ha Hero;
3. OTKpbIBal TONbKO TE CCbI/IKM, B KOTOPbIX YBEPEH;

4, O6waTbcs 3a MOMOLLbLIO B3POC/bIM - POAMTENN, OMEKYHbl U aAMUHUCTPALMA CalToB BCceraa
NOMOTryT;

5. Mpoinan obyyeHune Ha canTe "CeTeBUYOK" 1 NOMYYM NAcnopT UMPOBOro rpaxkaaHuHal

MpunoxkeHue N 2
UHOPOPMALMUOHHAA NAMATKA
ONA OBYHAIOLWLMXCA ANA PASMELLEHUA
HA OPULUNANBbHBIX UHTEPHET-PECYPCAX

C KaxKgblMm rogom mMosoaexKun B MHTEPHETE CTAaHOBUTbLCA 6onbu.|e, a WKOJZIbHUKKN OOHU N3 CaMblIX



aKTUBHbIX MNOJIb30BaTeNEMN PyHeTa. Mexagy Tem, NOMMMO OFPOMHOIO KO/M4ecTBa BO3MO)-KHOCTEI‘;I,
MUHTEPHET HeCeT n I'IpO6l'I€MbI. OTa NnamATKa A0NXKHA MOMOYb Tebe 6e3onacHo HaXo4UTbCA B CETU.

KomnbloTepHbie BUPYCbI

KomnbloTepHbIA BUMPYC - 3TO PasHOBUAHOCTb KOMMBIOTEPHbIX MNPOrpamm, OTANYMTENbHOWN
0COBEHHOCTbIO KOTOPOW ABNAETCA CMOCOBHOCTb K PAa3MHOMEHMIO. B AONOAHEHME K 3TOMY, BUPYCbl MOTYT
noBpeanTb UAN MOJHOCTbIO YHUUTOXWUTb BCEe ¢dainbl U AaHHble, NOAKOHTPOJIbHbIE MO/Ib30BATENO, OT
MMEHM KoToporo Bbina 3anyLieHa 3apa*keHHas Nporpamma, a TakxKe NoBpeauTb UK faxKe YHUYTOXKUTb
OnepaunoHHYI0 cuctemy co Bcemu dainamm B Lenom. B GONbLIMHCTBE Cly4aeB PacnpoCTpPaHATCA
BMPYCbl Yepes MHTEPHET.

MeTtoabl 3aWuTbI OT BPEOOHOCHbIX Nporpamm:

1. MCI'IOIIb3yﬁ coBpemMeHHble onepaunoHHbIE CUCTEMbI, UMeLWne Cepbe3HbIl\;1 YPOBEHb 3aWNTbl OT
BPEAOHOCHbIX NPOrpamm;,;

2. MNoctosHHO ycTaHaBAMBal naytM (uMdpoBble 3annaTkK, KOTOpble aBTOMATUYECKU
YCTaHaBNMBAKOTCA C Lenblo A0pPaboTKM nporpammbl) U Apyrne obHOBAEHMA CBOEW onepaLMOHHON
cuctembl. CKaumBail MX TOAbKO € oduuManbHOro cainTta paspabotumka OC. Ecam cyuiectByeT perkum
aBTOMaTMYECKOro 06HOB/IEHUS, BKIOYM €r0;

3. PaboTai Ha cBOeM KomMbloTepe nog npaBamMu NMob30BaTe/iA, @ He agMUHUCTPATOpPa. ITO He
No3BO/IUT 6O/bLINHCTBY BPEAOHOCHbLIX MNPOrpaMmM WHCTA/N/IMPOBATbCA Ha TBOEM MepcoHaslbHOM
KOMMblOTEpPE;

4. WNcnonb3y aHTMBUPYCHble MNPOrpaMMHble MNPOAYKTbl M3BECTHbIX MPOU3BOAUTENEN, C
aBTOMaTU4YeCKUM obHoBNEeHMEM 6a3;

5. OrpaHunyb GU3NYECKUIA ZOCTYN K KOMMbIOTEPY A8 NOCTOPOHHUX NINLL;

6. Mcnonb3yih BHelWHWe HocuTenn uHbopMaLunKM, TakMe KaK ¢Jielka, AUCK uanm dann ums
WHTEPHETa, TO/IbKO M3 NPOBEPEHHbIX MCTOYHMKOB;

7. He oTKpbiBail KomnbloTepHble aii/ibl, NOJYYEHHbIE M3 HEHALEMHbIX UCTOYHWMKOB. [axe Te
daiinbl, KOTopble NPUCAAN TBOM 3HAKOMBIN. Jlydlle YTOYHU Y HErO, OTNPABAAA N OH Tebe uX.

Cetn WI-FI

Wi-Fi - 3To He BMA, nepefayn AaHHbIX, HE TEXHONOIUSA, @ BCEro Nulb bpeHa, mapKa. Ewe B 1991
rogy HugepnaHAckaa KomnaHua 3apeructpuposana 6perHg "WECA", yto o603Hayano cnoBocoyeTaHue
"Wireless Fidelity", koTopbIi nepeBoanTCA Kak "becnpoBogHan TOYHOCTL".

[o Hawero BpemeHu goluna apyras abbpesmaTypa, KOTOpas ABASETCA TaKOW XKe TexHoornemn. 31o
abbpesunatypa "Wi-Fi". Takoe HasBaHMe 6bIJI0 4aHO C HAMEKOM Ha CTaHAAPT BbICLIEN 3BYKOBOM TEXHUKM
Hi-Fi, 4To B nepeBoae o03Ha4vaeT "BbICOKas TOYHOCTbL".

[da, becnnaTHbli WHTEpPHeT-ZOoCTyn B Kade, OTensx M asponopTax ABAAETCA OT/IUYHOM
BO3MOKHOCTbIO BbIX04a B MHTEPHET. HO MHOIMe 3KCMepTbl cuMTaloT, YTo obweaoctynHble Wi-Fi ceTu He
ABAAOTCA 6€30NacHbIMMU.

CoBeTbl No 6e3onacHocTM paboTbl B 06LeaocTynHbIx ceTax Wi-fi:

1. He nepepnaBali cBotO IMUHYIO MHbOpMaLMIO Yepes obuweaoctynHblie Wi-Fi cetn. PaboTtan B HuX,
KenaTtenbHo He BBOAMUTb Mapo/inv AOCTYNA, NOTUHbI U KaKne-To HOMepa;



2. Wcnonb3ylh uM 06HOBAAK aAHTUBMPYCHble Nporpammbl M 6paHamayep. Tem cambim Tbl
obe3sonacuuib cebn OT 3aKauyku BUpyca Ha TBOE YCTPOMCTBO;

3. MNpun ucnonozosaHum Wi-Fi otkatoum ¢yHkumio "Obwmin goctyn K daitnam u npuHTepam'.
[aHHaa JyHKUMA 3aKpblTa MO YMOAYaAHUIO, OAHAKO HEKOTOpble NONAb30BaTeNM AKTUBMUPYIOT ee And
yAo06CTBa Mcnoib30BaHUA B paboTte unum yyebe;

4. He mncnonb3yit nyb6anunbin WI-FI gns nepenaym NMYHbIX AaHHbIX, Hanpumep AAa BbiXxoda B
COUMANbHbIE CETU UNN B SINEKTPOHHYIO NOYTY;

5. Ucnonb3yii ToNbKo 3alimuLeHHOe coeanHeHue yepes HTTPS, a He HTTP, T.e. npu Habope Beb-
afapeca BBoaun umeHHo "https://";

6. B mobunbHom TenedpoHe oTKAouM ¢GyHKuuto "MoakntoueHne K Wi-Fi aBTomaTuueckun". He
[0MyCcKan aBTOMaTUYEeCKOro NoaKAtYeHns ycTponcTea K cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble cetn

CoumanbHble CeTU aKTMBHO BXOAAT B Hally »M3Hb, MHOrvMe foAM paboTaloT U KUBYT Tam
NOCTOsIHHO, a B Facebook y»ke 3apernctpupoBaH MUAINAPA YE/I0BEK, YTO ABAAETCA OAHOM CebMOM BCEX
Kutenen nnaHetbl. MHOrMe nosb3oBaTeNn He MOHMMAIOT, YTO MHOPMaAUUA, Pa3sMELLEHHAs UMK B
COLMANbHbIX CETAX, MOXeT bbITb HallAeHa U UCNO/b30BaHa KeM YrogHo, B TOM YMcae He 0653aTeNbHo ¢
61arMmm HamepeHnaMu.

OcHoBHble coBeTbl N0 6e30MnacHOCTM B COLMaNbHbIX CETAX:

1. OrpaHuyb cnucoKk apysei. Y 1eba B Apy3bsAX He AOJIKHO ObiTb CAYyY4alHbIX U HE3HAKOMbIX
nogen;

2. 3awmuwan cBOK YacTHYlO XM3Hb. He yKasbiBalh maponu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHMA W APYrYI0 JIMYHYIO  UHOOPMAUMIO. 3N0YMbBILAEHHUKM MOTYT UCNONb30BaTb Aaxe
MHGOPMALMIO O TOM, KaK Tbl M TBOU POANTENN NNTAHNPYETE NPOBECTM KAaHUKY/bI;

3. 3awmuan ceoto penyTaumio - 4epKu ee B YUUCTOTe M 3agaBait cebe Bonpoc: xoTen bbl Tbl, YTOObI
Apyrve Nonb3oBaTeNu BUAENW, UYTO Tbl 3arpyxaelb? lMogymai, npexae 4em 4YTo-TO ONy6AMKOBATb,
HanucaTb U1 3arpy3uThb;

4, Ecnv Tbl TOBOPULWb C NHOAbMW, KOTOPbIX He 3Haellb, HE MCNONb3yi CBOE peanbHoe UMA U
APYryIo IMYHYI0 MHGOPMALMN: UMA, MECTO KUTENbCTBA, MECTO y4ebbl U Npoyes;

5. W3beraint pasmeweHuns ¢otorpaduii B UHTepHeTe, rae Tbl M300parkeH Ha MECTHOCTM, no
KOTOPOW MOXHO ONpPeaennTb TBOE MECTOMOJIOKEHWE;

6. lMpu peructpauuMm B COUMaNbHOMW CeTU HeobXxoAMMO MCMONb30BaTb C/OMHbIE Mapou,
cocTosllme n3 ByKB U LUMP M C KONUYECTBOM 3HAKOB He MeHee 8;

7. Ona cou,maanoﬁ CeTn, NoYTbl U ApPYyrnx caiToB HeO6XOAMMO MCNO/1b30BaTb pPa3Hble NMapoiaun.
Torpa ecnm Tebn B3/10MatoT, TO 3/10YMbIWNEHHNKN NOAYyYaT AOCTYN TOJZIbKO K OAHOMY MeCTyY, a He BO BCe

cpasy.
DNEeKTPOHHbIE AEHbIN

al'IEKTpOHHbIe AEeHbIN - 3TO O4YEHb yAO6HbII7I cnocob HﬂaTEHEﬁ, OA4HAaKO CywecTBYHOT MOLLWEHHUKN,
KOTOpble XOTAT NOJIY4YUTb 3TN AEHbIN.

al'IEKTpOHHbIe AeHbrnm noAasuinCb coecem HeaaBHO U MMEHHO M3-3a 3TONO0O BO MHOTUX



rocygapcrteax 40 CUX NOP He NPONMUCaHO NPO HUX B 3aKOHax.

B Poccun e OHM GYHKUMOHMPYIOT M O HUX Y)Ke MPOMMCaHO B 3aKoHe, rae UX pasfensioT Ha
HECKOJIbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIe. Pa3HUMLA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspellaetca nNpoBoAMTb onepaumn 6e3 uaeHTUOMKAUMM NOSb30BaTeNA, a B HEaHOHUMHbIX
naeHTMPMKaLnA nNosib3oBaTena aBaseTca 06A3aTeIbHOMN.

TakXe cneayeT pasnyaTh 3/IEKTPOHHbIE PUaATHbIe AeHbrM (paBHbI rOCYAaPCTBEHHbIM Ba/IlOTaM) U
3/IEKTPOHHblE HedUaTHble AeHbru (He paBHbI FOCYAapPCTBEHHbIM BatoTam).

OcHoBHble coBeTbl MO He3onacHo pa60Te C 9NNEKTPOHHbIMU AEHbramu:

1. MpuBAXKM K cHeTY MOBUNBHbBIN TenedoH. ITo cambliit yA06HbIN 1 BbICTPbLIA CNOCO6 BOCCTaHOBUTL
[octyn K cyety. lNpuBA3aHHbIN TenedoH NMOMOXKET, ecivM 3abyaellb CBOM NAATEXKHbIA Naposib MAW
3aliAellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yit oaHopasosble napoau. Mocne nepexofa Ha yCUIEHHYO aBTopusaumio Tebe yke He
ByAeT yrposkaTb ONacHOCTb KPaXku UM nepexsaTa MnaaTeXKHoro napons;

3. Bbibepun CnoXHbIM naposb. [pecTynHMkam OyaeT He NpocTo yragaTb CAOXHbIA MNaposib.
HageHble Napoau - 3To Napoan, KOTopble coaepKaT He meHee 8 3HAKOB 1 BKAOUaloT B cebA CTPOUHbIe
M nponucHble 6yKBbl, UMPPbl U HECKONIbKO CUMBOJMIOB, TaKMe Kak 3Hak Jonnapa, ¢yHTa,
BOCKAMLATENbHbIN 3HAK 1 T.n. Hanpumep, StROng!;;

4. He BBOAW CBOU /INYHbIE AAHHbIE HA CalTaX, KOTOPbIM He A0BepAeLlb.
INeKTPOHHAA noyTta

DNEeKTPOHHaA noyTa - 3TO TEXHO/OrMA W NPeAoCTaBAfeMble €l YCAyrM Mo Mepecbuike WU
MOJIYYEHUID SNEKTPOHHbLIX COODOLLEHWUIM, KOTOpble pacnpenenatoTcd B KomnbioTepHon cetu. OBblYHO
3JIEKTPOHHbIM MOYTOBbLIN AWMK BbIISAUT ceaylowmm obpasom: MmA_MNo/b30BaTeNs@UMA_A0MEHa.
TaK:Ke Kpome nepesayun NPoCToro TeKCTa, MMEETCA BO3MOXKHOCTb Nepeaasatb Gpaiibl.

OcHoBHble coBeTbl N0 6e30nacHoin paboTe € 3N1eKTPOHHOI NOYTON:

1. Hago Bbl6paTb NpPaBU/bHbLIA MNOYTOBLIA CEPBUC. B MHTEpHETe ecTb OrpomHbIii  BblbOp
6ecnnaTHbIX NOYTOBbIX CEPBMCOB, O4HAKO Nlyylle A0BEPATb TEM, KOO 3Haelb U KTO NEPBbIN B PENTUHTE;

2. He ykasbiBaii B J/IMYHOM MNoYTE AUYHYIO WHPopmaumio. Hanpumep, Anydwe BbIGpaTb
"My3blKanbHbIN_paHaT@" nam "pok2013" emecto "temal3";

3. Ucnonb3yih AByx3TanHyl0 aBTOpM3aumio. 3TO Korga NOMMMO Mapo/a HYXHO BBOAUTb Kog,
npucbliaembln no SMS;

4. Bblbepn CNOXHbIN Naponb. [AA Kax4oro NoyToBOro flMKa A0/KeH OblTb CBOM HaLeXHbIN,
YCTOMYMBbLIM K B3/IOMY Napo/ib;

5. Ecan ecTb BO3MOXKHOCTb HanmMcaTb Camomy CBOW NINYHbIN BOMNpOC, MCHOﬂb3yﬁ 3TY BO3MOXXHOCTb;

6. Mcnonb3yit HECKO/IbKO MOYTOBLIX ALWMKOB. MepBblit ANA YacTHOW MepennckM C agpecaTami,
KOTOPbIM Tbl AOBepsielwb. JTO 3/IEKTPOHHbIM aApec He HaAo WMCMNOo/Ab30BaTb NPU PErucTpaummn Ha
dopymax u canTtax;

7. He oTKpbiBait painibl M gpyrve BAOXKEHUS B MUCbMaX, AAXKE €CAN OHU MPULLAKN OT TBOUX ApY3ei.
Jlyyiie yTOUYHM y HUX, OTNPABASAAN N OHU Tebe 3Tn daiibl;

8. lNocne oKoH4YaHMA pa6OTbI Ha MO4YTOBOM cCepBUCE Mnepes 3aKpblITUeEM BKNaAKU C CaNTOM He



3abyab HaxaTtb Ha "BbiTK".
Knbep6bynnuHr unm BupTyanbHoe usgeBaTeIbCTBO

KnbepbynnumHr - npecnesoBaHWe COOOLEHUAMM, COAEPMKAWMMM OCKOpbsieHUs, arpeccuto,
3anyrmBaHume; XyamMraHCTBo,; couaaibHoe 6017IKOTVIpOBaHVIe C NOMOLbIO PaA3/INYHbLIX UHTEPHET-CEPBUNCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KnbepbynanHrom:

1. He 6pocaiics B 601. Jlyuwmin cnocob: nocoBeToBaTbCA KaK cebs BECTU U, EC/IN HET TOTO, K KoMy
MOXHO 06paTUTbCA, TO BHAYane YCNoKouTbcA. ECAM Tbl HayHewb OTBeYaTb OCKOPOAEHMAMM Ha
OCKOp6EHUSA, TO TO/ILKO elle Ho/blie Pa3oXKKeLb KOHPMKT;

2. YnpaBnsan ceoen Knbeppenyraumnemn;

3. AHOHMMHOCTb B CETM MHMMaA. CyLLI,ECTByIOT cnocobbl BbIACHUTb, KTO CTOUT 3a aHOHWMMHbIM
dKKayHTOM;

4. He cTOMT BECTU XY/JIUTAHCKMA 00pas BUPTYasibHOM KU3HU. WNIHTepHeT ¢UKCMpyeT BCe TBOM
OENCTBUS U COXPaHSAET UX. YAanutb Ux byaeT KpaliHe 3aTpyAHUTENbHO;

5. Cobntogaii cBOK BUPTYa/ibHYIO YECTb CMOJIOAY;

6. WrHopupyi eauMHWuHbIM HeraTuB. OpHOpasoBble OCKOpOUTENbHblE COOBLEHNUA Ayyle
UrHopuposatb. O6bIYHO arpeccus NpeKkpalLaeTca Ha HavyaibHOM CTaaunu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM COOBLLEHNAMM, B COLMANbHbBIX CETAX
€CTb BO3MOHOCTb 6/I0KMPOBKM OTNPABKMU COOBLLLEHWUI C ONpeaeeHHbIX aapecos;

8. Ecan Tbl cBMaeTenb KubepbynnuHra. TBOM AeNCTBMA: BbICTYNUTb MPOTUB npecieaoBaTtens,
nokasaTb emy, YTO ero AencTBMA OLEHMBAOTCA HEeraTMBHO, NOAAEpP)KaTb KEepPTBY, KOTOPOWM HYKHa
NCUXONOTUYECKas MOMOLLLb, COOBLLMTL B3POC/bIM O GpaKTe arpecCMBHOro NoBeAEeHMA B CETU.

Mo6unbHbIii TenedpoH

CoBpemeHHble cMapTdOHblI M MAaHLWETbI cogep:kaT B cebe BMoaAHe B3poCablii GYHKUMOHAN, U
Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTALMOHAPHbIMW KoMnbloTepamu. O4HAKo, CPeACTB 3almThl A5
NoA06HbIX YCTPOWMCTB NOKA 04YeHb Mano. TecTMpoBaHME U MOUCK YA3BMMOCTEN B HUX MPOUCXOAUT He TaK
WHTEHCUBHO, Kak ana MK, To e camoe KacaeTca U MOBUIbHBIX NPUNONKEHWNN.

CoBpemeHHble MObU/IbHbIE Bpay3epbl yKe MPaKTUYECKU LOTHAAM HACTOJIbHbIE aHasIorM, O4HAKO
pacwmpeHune GyHKLMOHaNA BeYeT 3a C0H60M 6O/bLIYIO CNOXKHOCTb M MEHbBLLYIO 3aLLMLLEHHOCTb.

JDaneko He Bce npounssoanTeNn BblNYCKaAlOT O6HOBI'IGHVIFI, 3aKpblBawwmne KpUtnyeckune
YA3BUMOCTU ON1A CBOUX YCTpOVICTB.

OcCHOBHbIe coBeTbl ANA 6e30nacHOCTN MOBUIbHOTO TenerOHa:

Huyero He ABnAeTcA NO-HacToALemy 6ecnnaTHbIM. byab ocTOpoXeH, Begb Koraa Tebe
npegnararoTt 6ecnnaTHbIM KOHTEHT, B HEM MOTYyT 6bITb CKpPbITbl KaKMe-TO N1aTHblIE YCAYTH;

Oyman, npexxge yem otnpasutb SMS, ¢oTo unm Buaeo. Tbl TOYHO 3HaELWb, rge OHM byayT B
KOHEYHOM uTore?

Heob6xoaMmo 06HOB/ATL ONEPALLMOHHYIO CUCTEMY TBOETO CMApPTdOHa;

Mcnonb3ayit aHTMBMPYCHbIE NPOrpaMmmbl A1 MOBUNbHbIX TenedoHOB;



He 3arpy>+<al71 npunoxeHma oOT HensBeCTHOro MUCToOYHUKa, BeOdb OHWU MOryT COAEepKaTb
BpeaoOHOCHOE nporpammHoe o6ecnequme;

Mocne TOro Kak Tbl BblAelWwb C caliTa, rae BBOAWUA /IMYHYIO MHPOPMAUUIO, 3alMAN B HACTPOMKMU
6pay3sepa u yaanu cookies;

Meprogmyeckn NpoBepAail, KakMe NNaTHble YCAYrM aKTUBUMPOBaHbI HAa TBOEM HOMEDE;

ﬂ,aBaﬁ cBom HOMepP MOBUNbHOrO Tened)OHa TONIbKO N04AM, KOTOPbIX Tbl 3Haewb U KOMY
AoBepAellb;

Bluetooth pon)keH ObiTb BbIKAOYEH, KOrgaa Tbl MM He nonb3yewbca. He 3abbiBalh MHoOraa
NpoBepsTb 3TO.

Online urpbl

CoBpemMeHHble OHJIaliH-UrPbl - 3TO KpPacouHble, 3axBaTbiBalollMe pa3B/evyeHun, obbeauHaAoLLne
COTHMU TbICAY YeNOBEK NO BCceMy MUPY. VIrPOKM UcCNeayioT AaHHbIN UM MUp, 0BLAOTCA APYr C APYroMm,
BbINOJIHAIOT 33JaHWA, CPaXKalTCA C MOHCTPaMM M MOJYYaloT ONbIT. 3a YA0BOJLCTBME OHM MAATAT:
NOKyMaloT ANCK, ONNa4MBaloT aboOHEMEHT UAKN NPUOBPETAIOT KaKne-To OnLuuu.

Bce 3TM cpeacTBa MAYT Ha NoAAEepKaHMe U pa3BMTME WUrPbl, a TaKKe Ha camy 6e30MacHOCTb:
COBEpLUEHCTBYIOTCA CUCTEMbl aBTOPM3alMKM, BbINYCKalOTCA HOBble MatuM (umdposble 3annatkn Aaa
nporpammy), 3aKpbIBalOTCA YA3BMMOCTU CepPBepOB.

B nofob6HbIX Urpax CTOMT OMacaTbCA He CTO/IbKO CBOWMX COMEPHUKOB, CKONIbKO KpaskuM TBOEro
naposis, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOPU3aLMKN BONLLLNMHCTBA UTp.

OcHoBHble coBeTbl Mo 6€30MacHOCTM TBOEro UIPOBOrO aKKayHTa:

1. Ecam apyron urpok BegeT ceba naoxo uan cosgaeTt Tebe HenpuATHOCTK, 3ab/IOKUMpPYN ero B
CNU1CKe UTPOKOB;

2. I'Iomanyﬁcg AAMUHNCTPATOPaM WUrpbl Ha NJI0OX0e noBeaeHUe 3TONro WUrpoKa, XenateibHo
NPUNOKUTb KaKME-TO A0Ka3aTeNbCTBa B BUAE CKPUHOB;

3. He yKasbIBai ANYHYLO MHPOPMaLMio B npodaiiie urpbl;
4. YBaxKal A4pyrnx y4acTHUKOB MO UrpE;

5. He ycTaHaBnAuBalt HeoduuMaibHble NATYN U MOAbI;

6. Micnonb3yit cnoXKHble 1 pasHble Naponu;

7. [axe BO BpemMs Wrpbl He CTOUT OTKAOYaTb aHTMBMPYC. MMOKa Tbl Urpaellb, TBOM KOMMbOTEP
MOryT 3apasuTb.

OULWKHT Uam KpaXXa JINYHbIX AaHHbIX

O6bIuHOM Kpakel AeHer U AOKYMEHTOB CErofHA YXe HMKOro He yAuBULb, HO C pa3BUTUEM
WMHTEPHET-TEXHONOTUIA 3/10YMbILLUNEHHUKN NEPEeMECTUNIUCh B WHTEPHET, M MNPOAO/IMKAT 3aHMMATbCA
"nobumbim" genom.

Tak nosaBmaacb HOBAaA yrposa: MHTEPHET-MOLUEHHUYECTBA UM OULLMHF, TNaBHasA Leab KOTOPOro
COCTOUT B NOJYYEHUN KOHPUAEHUMANbHbIX [aHHbIX MO/b30BaTenell - NOrMHOB M naponeid. Ha
aHrnMcKkom asbike phishing uMtaetca Kak ouwuHr (ot fishing - pbibHas nosasd, password - naponb).



OcHoBHble coBeTbl No bopbbe ¢ pUWnHrom:

1. Cnean 3a cBoMM akkayHTom. Ecam Tbl mogo3spesaellb, YTO TBOA aHKeTa bblia B3/slOMaHa, TO
HeobxoaMmo 3ab610KMPOBaATL ee U COOBLLNTL aAMUHUCTPATOPAM pecypca 06 3TOM Kak MOXKHO CKOpee;

2. Ucnonb3yi 6e3onacHble Beb-caiTbl, B TOM YUCIE, MUHTEPHET-MarasmHOB U MOMCKOBbIX CUCTEM;

3. Wcnonb3yih CNOXKHble W pasHble naponu. Takum obpasom, ecan Teba B3/OMaAKOT, TO
3/10YMbILUNIEHHUKM NO/yYaT AOCTYN TONbKO K OAHOMY TBOEMY NPOGUIIO B CETU, @ HE KO BCEM;

4. Echn T1eba B3nomanu, TO HeobXoAMMO npeaynpeauTb BCEX CBOWUX 3HAKOMbIX, KOTopble
nobasneHbl y Tebs B Apy3baAX, O TOM, YTO Tebs B3/iOMasM M, BO3SMOXKHO, OT TBOEro MmeHu byaet
paccblIaTbCA CNAaM U CCbIIKM Ha GULLMHIOBbIE CalThbl;

5. YcTtaHoBM HageHbi naposb (PIN) Ha MobunbHbIN TenedoH;
6. OTK/IOYM coXpaHeHMe Napona B bpaysepe;

7. He oTKpbIBait painbl M gpyrve BAOXKEHUA B MUCbMaX, AaXKe €CNN OHM NPULLAKN OT TBOUX ApY3ei.
Jlydwe yTOUYHM Yy HMX, OTNPABAAAN N OHW Tebe 3Tn dalinbl.

LUudposana penyraums

UndpoBana penyTtauma - 3TO HeraTMBHasA WAW NO3UTUBHAA WHboOpmaums B ceTn o Tebe.
KomnpomeTtupytowaa uHPopmaLma, pasMelleHHas B MHTEpPHETe, MOMKET cepbe3HbiM o06pasom
OTPasnTbCA Ha TBOelM peanbHon xusHu. "Undposas penytauma" - 3To TBOM MMUAXK, KOTOPbIN
dopmumpyeTca us nHpopmaLmm o Tebe B UHTEPHETE.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (PUHAHCOBOE MONOXKEHME, OCODEHHOCTU XapaKTepa M
paccKasbl 0 61M3KUX - BCe 3TO HaKan/nMBaeTCa B CETU.

MHorve nogpoCTKM NIETKOMBICIEHHO OTHOCATCA K Nyb6/uKaumMm AudHoin uHdopmaumm B
MHTepHeTe, He MOHMMAaA BO3MOMKHbIX NOCNeACTBUN. Tbl AarKe HE CMOMKEelb A0rafgatbCA O TOM, YTO
doTorpadun, pasmelleHHas 5 neT Hasag, cTana NPUUYNHOI OTKa3a NPUHATL Teba Ha paboTy.

KommeHTapuu, pasmelieHne TBoux poTtorpaduiti U apyrme AeNCTBUA MOTYT HE UCYE3HYTb OaKe
nocae TOro, Kak Tbl UX yAanuwb. Tbl He 3Haellb, KTO COXPaHWA 3Ty MHPOPMaLMio, Nnonana An oHa B
MOMCKOBbIE CUCTEMBI M COXPAHWACb 1IN OHA, A FIABHOE: YTO MOAYMAIOT O Tebe OKpyKatolme aoau,
KOTOpble HaNnayT M yBUAAT 3T0. HanTu MHbOpMaLLMIO MHOTO SIET CNYCTA CMOMKET Ntoboi - Kak 13 fobpbix
Noby»KAEHWI, TaK U C HAMEPEHUEM NPUYUHUTL Bpea. ITO MOXKET BbITb KTO YyrogHo.

OcHOBHbIe coBeTbl MO 3aluTe UndpoBoi penyTauuu:

1. Noaymaii, npexae yem 4Yto-To Nyb6AMKOBATb M NepesaBaTb y cebsa B 610re nam B coumanbHom
ceTu;

2. B Hactpoikax npoduns ycTaHOBM OrPaHWYEHMA Ha NPOCMOTP TBOEro npoouaa M ero

CALN

coAep>KMMOro, caenan ero TosbKo "ana apysein";

3. He pasmewat U He ykasbiBalh MHOOPMaLMIO, KOTOPAsA MOXET KOro-nmbo ockopbaaTtb mau
obuKaTb.

ABTOpCKOE npaso

COBpeMeHHbIe LWKOJIbHUKWU - aKTUBHbIE NOJ/1b30BaTENIN LI,VI(prBOI'O NPOCTPaHCTBA. OpaHako ganeko
Heé BCE€ 3HaloT, YTO NO/ZIb30OBAHNE MHOTMMUN BO3MOXKHOCTAMMU Ll,Md)pOBOI'O Mmupa Tpe6yeT COGI’HO,CI,GHVIFI



npaB Ha MHTENNEKTYa/IbHYIO CcOb6CTBEHHOCTb.

TepmuH "MHTeNNeKTyanbHan COBCTBEHHOCTL" OTHOCUTCA K Pa3/INYHbIM TBOPEHUAM YE€10BEYECKOro
YMa, Ha4YMHasn C HOBbIX N306peTeHn M 3HaKoB, 0603HaYaloLLMX COOCTBEHHOCTb Ha NPOAYKTbI U YCAYTK, U
3aKaH4YMBaA KHUramm, potorpadpmamm, KWUHOPUABMAMM U My3blKasIbHbIMW MPOU3BELEHUAMM.

ABTOpCKMe MpaBa - 3TO MpaBa Ha WHTENNIEKTya/IbHYl0 COBCTBEHHOCTb Ha MPOM3BEAEHUA HayKK,
NMTepaTypbl M WMCKycCTBa. ABTOPCKME MpaBa BbICTYNalOT B KayecTBe rapaHTUM TOro, 4TO
WHTENNIEeKTYaIbHbIM/TBOPYECKMIA Tpya, aBTopa He 6yaeT HanpacHbIM, AacT emy cnpaseg/vBble
BO3MOKHOCTK 3apaboTaTb Ha pe3y/ibTaTax CBOEro TPyAa, NOJYyYUTb U3BECTHOCTb M Mpu3HaHue. HUKTo
6e3 paspeleHns aBTopa He MOKET BOCMPOU3BOAMUTL €ro NpPou3BeeHNe, PacnpoCcTPaHaTb, Ny6ANYHO
AEeMOHCTPUPOBaTb, NpPOAaBaTb, WMMMNOPTMPOBATb, MyCKaTb B MNPOKaT, MNyb/JMYHO  UCMONHATD,
NOKa3sblBaTb/UCNONHATL B 3$Upe UM pasmellatb B MHTepHeTe.

Mcnonb3oBaHue "nupatckoro” nporpammHoro obecnevyeHnsa MOXKET NPUBECTM K MHOTUM PUCKaM:
OT NOTepuM [AaHHbIX K TBOMM aKKayHTam A0 O/JI0OKMPOBKM TBOErO YCTPONCTBA, rAe YCTAHOB/EHA
HeferanbHaa nporpamma. He cTtouT TakkKe 3abbiBaTb, YTO CYLLECTBYIOT neranbHble M bHecnnaTHble
NPOrpammbl, KOTOPbIE MOYKHO HANTK B CETHU.

O noprane

CeTeBMYOK.pd - TBOM [/1aBHbIN COBETYUK B CETU. 34ECh Thbl MOXELIb Y3HaTb O 6€@30MacHOCTU B CETU
MOHATHBIM M AOCTYMHbIM S3bIKOM, @ MPU BO3HUMKHOBEHWM KPUTUYECKOM CUTyauum obpatuTbca 3a
coBETOM. A TaK¥Ke NPUHATb y4acTUe B KOHKYPCaxX M CTaTb CaMbiM LMPPOBbLIM rpaXkaaHnHom!

MpunorkeHune N 3
NAMATKA oNA POOAUTENENA O UHGOPMALIMOHHOW BE3ONACHOCTU AETEN

OnpegeneHne TepmuHa "MHbOpPMaunoHHas besonacHocTb aeten” copeprutca B PegepanbHom
3akoHe N 436-P3 "O 3awute geteit oT MHGOPMALUKN, NPULYUHAIOLLEN BPEL UX 340P0BbI0 U PasBUTUI",
perynpyowmm OTHOLIEHMA, CBA3AHHbIE C 3aWMTON geteit oT MHGOPMALUK, NPUYMHAIOWEN Bpes, UX
340p0Bbi0 U (MK) passutuio. CornacHo AaHHOMY 3aKOHY "MHpopmauMoHHas 6e3sonacHocTb adetei” -
3TO COCTOSIHME 3alUMLLEHHOCTW, MNPU KOTOPOM OTCYTCTBYET PWUCK, CBA3AHHbIA C MNPUYUHEHUEM
MHbOopMaumeit Bpeaa Ux 340P0Bb0 U (M) PU3NYECKOMY, NCUXUYECKOMY, AYXOBHOMY, HPAaBCTBEHHOMY
pasBuTUIoO.

B cuny depepanbHoro 3akoHa N 436-03 nHdpopmaumei, NpUUMHAOLWEN Bpes 340Pp0Bb0 U (MaK)
pasBUTUIO AeTe, ABNAETCA:

1. nHdopmaumsa, 3anpeLLeHHan ANA PacnpoCcTpaHeHUs cpean AeTen;

2. uHbOpmauMsA, pacnpoCTpaHeHWe KOTOPOW OrpaHMYeHO cpeau JeTel  onpeaesneHHbIX
BO3PACTHbIX KaTeropui.

3. K nHbopmaumm, 3anpeLLeHHoOn aas pacnpocTpaHeHns cpeam geTei, OTHOCUTCA:

4. nHdopmauus, nobyxKaaowan AeTell K COBepLUeHUo AeNCTBUIA, NPencTaBAfioWmX Yrposy UX
U3HU 1 (MNK) 340POBbIO, B T.4. NPUUYNHEHNIO Bpeaa CBOeMy 340P0Bblo, CAMoybuiicTBy;

5. cnocobHOCTb BbI3BaTh Yy ,a,eTeﬁ XenaHue yI'IOTpe6VITb HapKOTU4YeCKMne cpeacrtBsa, NCUXOTPOMHbIE



n (nan) oaypmaHuBalolwme BewecTBa, TabauHble W34eNNA, aNKOTONbHYIO W CIMPTOCOAEPMKALLYIO
NPOAYKUMIO, MUBO M HaMMUTKWU, U3rOTaB/ANBAEMbIE Ha €ro OCHOBE; MPUHATb yYyacTUe B a3apTHbIX MUrpax,
3aHMMaTbCA NPOCTUTYUMEN, BPOAAKHNYECTBOM MW NOMNPOLIANHNYECTBOM;

6. 060CHOBbIBAlOLWAA UAX ONpaBAbiBatoLlana AONYCTUMOCTb Hacuama u (MaKn) »ectoKoctu nnbo
noby:xaaroLwas ocyecTBAsSTb HACU/IbCTBEHHbIE AENCTBMA MO OTHOLLEHMIO K I0AAM U }KUBOTHbIM;

7. oTpuuatoLLas ceMelHble LEHHOCTU U GOPMUPYIOLLAA HEYBAXKEHUE K POSUTENAM U (MUNIK) ApYTMm
YsieHam cemMby;

8. onpasaplBatoLas NPoTUBONpPaBHOe NoBeaeHUE;
9. coaeprKallan HeleH3ypHyto 6paHb;
10. coaepxawas MHPopmaumo NnopHorpadmMYeCcKoro xapakrepa.

K nHdopmaumm, pacnpocTpaHeHne KOTOPOW orpaHMYeHo cpean aeTei onpeaeneHHoro Bospacra,
OTHOCMUTCA:

1. VIH(I)OpMaLI,VIﬂ, npeagcrasBndaemasn B suae M306pa)KEHMﬂ NN ONUCaHNA XKECTOKOCTHU, ¢M3W—IECKOFO
n (VI/'IVI) NCUXUYECKOIo HaCcnaunA, npectynaeHma nam nHoro aHTMO6LLI,ECTBEHHOI'O AEVICTBMH;

2. Bbi3blBaloOlLLan y AeTel CTpax, y»Kac WAM NaHMKY, B T.4. NpeacTaBnsemas B Buae nMsobpaskeHus
WIM OMWUCAHWA B YHUKAIOWEN YenoBeyeckoe [AO0CTOMHCTBO (popme HEHACUNbCTBEHHON CMepTH,
3aboneBaHuA, CaMmoybuiicTBa, HECYACTHOTO CAy4as, aBapum UK KaTtacTpodbl U (MK) UX NoCNeacTBuiA;

3. npeacTaBasemasn B BUAE M306paXKeHUA UAM ONUCAHUA NOJIOBbIX OTHOLUEHUI MEXAY MYKUYNMHOM
N KEHLMHOW;

4. cofeprKalan 6paHHble C/10Ba M BbIPAXKEHMUS, HE OTHOCALLMECA K HeLeH3ypHol BpaHu.

C yyetom 3TOoro Bam npepgnaratotca npasBuna paboTbl B ceTM WHTepHeT Ana pas/nyHbIX
BO3PaACTHbIX KaTeropuii, cobatogeHne KoTopbix No3BoanT obecneumTb MHPOPMaLMOHHYIO 6e3onacHoCcTb
BalLMX AeTew.

O6wue npaBuaa ana pogureneii

1. HesaBMcMmoO OT BO3pacTa pebeHKa MCNosib3yiTe nporpammHoe obecneyeHue, nomoratouiee
bunbTpOBaTb U KOHTPOAMPOBaATb MHOOPMALMIO, HO He MojaralTecb MOMHOCTbIO HA Hero. Bawe
BHMMaHMeE K pebeHKy - rNaBHbI MeToZ 3alLMTbl.

2. Ecan Baw pebeHOK MMeeT aKKayHT Ha O4HOM M3 coumanbHbix cepsucos (Livelournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMATENbHO M3YuMTE, KaKyl WMHOOPMALMIO MOMELLAOT €ero
YUYaCTHUKK B CBOMX Npodunax u bnorax, BKAoYas potorpadmm n Buaeo.

3. MpoBepbTe, C KakKMMM AOPYrMMW CaliTamu CBA3aH COLManbHbIA cepBucC Bawero pebeHka.
CTpaHuukM Bawero pebeHka MoryT 6biTb 6€30MacHbIMK, HO MOTYT M COAEPaTb CCbUIKM Ha
HexkenaTeslbHble M OnacHble caiTbl (Hanpumep, MOPHOCAWT, UAW CalT, HAa KOTOPOM APYr yNnoMWHaeT
Homep coToBoro TenedoHa Bawero pebeHka naum Baw gomaluHuin agpec)

4. NoolwpAnTe Bawmnx geteit coobwaTb 060 BCeM CTPaHHOM UAWN OTTaNIKUBAOLWEM U HE C/IULLIKOM
OCTPO pearupyiTe, Koraa oHW 3TO AenatoT (M3-3a onaceHua noTepATb A0CTYn K MHTepHeTy AeTn He
roBopsT poauTensam o npobnemax, a Takske MOTyT HauyaTb UCMNO/Ib30BaTb MHTEPHET BHE Z0Ma U WKObI).

5. byabTe B Kypce ceTeBOl KM3HWU Bawero pebeHka. MHTepecyliTech, KTO uX Apy3bs B UHTepHeT
TaK }Ke, Kak MHTepecyeTecb peaNbHbIMN APY3bAMM.



Bospacrt ot 7 go 8 ner

B NHTepHeTe pebeHoK cTapaeTca NOCETUTb Te UK UHbIE CaiTbl, @ BO3SMOXKHO M YaTbl, paspelleHne
Ha MoceleHne KOTOPbIX OH He Noay4un 6bl OT poguTeneir. MosTomy poanuTensam o0CobeHHO MoJesHbI
6yayT Te OT4YeTbl, KOTopble MNPeAoCTaBAAOTCA NPOrpPaMmMamu MO OrpPaHWYEHUID UCMOJIb30BaHUSA
MHTepHeTa, T.e. POAMTENbCKUIA KOHTPO/Ib MAKN TO, YTO Bbl CMOXETe YBUAETb BO BpemeHHbIX dainax. B
pesynbTate, y pebeHKa He OyaeT OLyLEeHUs, YTO 33 HUM BeAETCA MOCTOAHHbIA KOHTPOJ/b, OAHAKo,
poauTenn byayT no-npexHemy 3HaTb, Kakue caliTbl nocewaet ux pebeHoK. [letTm B gaHHOM Bo3pacTe
06134al0T CUbHBIM YYBCTBOM CEMbM, OHU OOBEPUMBbLI U HE COMHEBAtOTCA B aBTopuTeTax. OHU NtobAaTt
urpaTb B CETEBbIE UrPbl U NyTelecTBOBaTb N0 MHTEpHETY, UCNONb3YA 3NEKTPOHHYIO NOYTY, 3aX0AUTb Ha
CaliTbl M YaTbl, He peKOMeHA0BaHHble POANUTENAMM.

CoBeTbl No 6e30MacHOCTM B ceTM UHTepHeT ana geten 7 - 8 net

1. Co3paifTe CNMCOK AOMALIHWUX MPaBWUA MoOcewweHnsa MHTepHeTa Npu ydyacTum aetei u Tpebyiite
€ro BbIMO/IHEHUA.

2. Tpebyite oT Bawero pebeHKa coboaeHUA BPEMEHHbIX HOPM HaXOMKAEHUSA 32 KOMMbIOTEPOM.
Mokaxknte pebeHky, 4To Bbl HabAOAaeTe 3@ HAM He NMOTOMY 4YTO Bam 3TO xouerca, a NOTOMYy 4YTO Bbli
b6ecnokouTecb 0 ero 6e30MacHOCTM M BCErga rotToBbl €My NOMOUYb.

3. KomnbloTep ¢ noakntodeHMem K WHTepHeTy O0/iKEH HaxoAuTbCcs B OOLIEN KOMHaTe nog,
NPUCMOTPOM poanTENEN.

4, V|CI'IOJ'Ib3VVIT€ cneunanbHble AETCKME NONUCKOBbIE MALLUUHbI.

5. Wcnonb3yiite cpeactBa 610KMPOBAHWA HEKENATENbHOTO KOHTEHTA KaK [AOOMOJHEeHMe K
CTaHAapPTHOMY PoauTENIbCKOMY KOHTPOIO.

6. Co34anTe CeMeMHbIA 3/IEKTPOHHbIM AWMK, YTODObl HE MO3BONUTL AETAM MMETb COOCTBEHHble
agpeca.

7. BnokupyiiTe poctyn K caktam ¢ 6ecnnaTHbIMM  MOYTOBBIMM - AWMKAMU C  NOMOLLBIO
COOTBETCTBYIOLLErO NPOrpPamMmmMHOro obecneyeHus.

8. MpuyynTte aOeteil coBeToBaTbCA C Bamu nepen onybaMKoBaHMEM KaKoW-nnbo MHbopmaumm
CPeACTBaMM 3NEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBIX GOPM M Npoduien.

9. HayuuTe aetei He 3arpy»KaTb $aiifibl, TPOrpamMmmbl UAN My3blKy 6€3 BaLero coraacms.
10. He paspelalite 4eTAM UCMNO/Ib30BATb CAYKObl MTHOBEHHOFO 06MeHa COObLLEHMAMM.

11. B "6enblit" cnncok canToB, paspeLlleHHbIX A8 NOCELLEeHNA, BHOCUTE TOJIbKO CaliTbl C XOpOoLUen
penyTauunen.

12. He 3abbiBaiiTe becegoBaTb C AeTbMM 06 MX OpY3bAX B UHTepHeTe, Kak ecaun 6bl pedb WAa o
APY3bAX B peasbHOM KU3HMN.

13. He pgenanTte "Taby" M3 BOMPOCOB MOJIOBOM KU3HW, TaK Kak B MHTepHeTe AeTM MOryT Nerko
HATKHYTbCA Ha NopHorpaduio uam cantbl "gnsa B3pocnbix'.

14. MpuyumTe Bawero pebeHka cooblatb Bam 0 MOBbIX yrpo3ax MAM TPEBOrax, CBA3aHHbIX C
NHTepHeToM. OcTaBaiTeCb CMOKOMHBLIMM M HaroOMHWUTE AeTAM, YTO OHW B 6e30MacHOCTM, eciu camu
paccKkasaiM BamM O CBOMX TpeBorax. [loxBasuTe WX M NOCOBETylTe MOZONTU elwe pa3 B NogobHbIX
cyyasnx.



Bo3pact geTeii ot 9 Ao 12 ner

B naHHOM BO3pacTe AeTu, KaK NpaBu/Io, YXKe HaCAbllaHbl O TOM, Kakas MHGopmMauma cyllecTsyeT
B MHTepHeTe. CoBepLIEHHO HOPMaJIbHO, YTO OHW XOTAT 3TO YBUAETb, MPOYECTb, YCAbIWaATh. Mpn 3ToM
HY)KHO MOMHMUTb, YTO AOCTYN K HE)KenaTte/bHbIM MaTepuanam MOMKHO fierko 3absiokMpoBaTb npu
nomoLm cpeacts PoanTeIbCKOro KOHTPONA.

CoBeTbl N0 6e3onacHocTn ana aeteit ot 9 go 12 net

1. Co3pgaliTe CNUCOK AOMALLHUX NpaBua nocelleHna NHTepHeT npu yyactum geten n tpebyite ero
BbINO/IHEHMUS.

2. TpebyliiTe oT Bawero pebeHKa cobtoaeHna HOPM HaxoXAeHMA 33 KOMMbIOTEPOM.

3. Habntogaiite 3a pebeHKoM Npu paboTe 3a KOMMNbIOTEPOM, MOKaXKMTe eMy, YTo Bbl becnokonTechb
0 ero 6e30MacHOCTM U BCeraa rotoBbl OKasaTb eMy MOMOLLb.

4. KomnbloTep C MNoakatoyYeHuem B WMHTEpHET O0/iKeH HaxoauTbCA B obuweit KomHaTe nop,
NPUCMOTPOM poguTene.

5. Wcnonb3syiite cpeactsa 610KMPOBaHWA HEKENATENbHOTO KOHTEHTa KaK [AOMOJIHEHME K
CTaHAapTHOMY POANTENbCKOMY KOHTPOIIO.

6. He 3abbiBailTe MpPUMHMMATL HEMOCPeACTBEHHOE y4yacTMe B XM3HM pebeHka, becesoBaTb C
AeTbmM 06 X apy3bax B MHTepHeTe.

7. HactauBaiite, 4to6bl AE€TW HWMKOrA4aA He COMNAlWaAUCb HA JIMYHble BCTPEYM C APY3bAMWU NO
UHTepHeTy.

8. Mo3BosAlTE AETAM 3aX0ANTb TONIbKO Ha CaiTbl 3 "6enoro" cnmcka, KOTOPbIN CO3aaNTe BMeECTe
C HUMMU.

9. MpuyunTe peTell HUKOrAa He BblAaBaTb AUYHYIO MHPOPMaULMIO CpeacTBaMM SNEKTPOHHOWN
MoyYTbl, 4YaToOB, CUCTEM MFHOBEHHOro obmeHa COOBLEHMAMMN, PErncTpauMoHHbIX GOPM, JUYHBIX
npodunei n Npu perncTpaumnm Ha KoOHKypcbl B MHTEpHeTe.

10. Mpuyunte aeten He 3arpy:KaTb Nporpammbl 6e3 Bawero paspelweHuns. O6bACHUTE UM, YTO OHU
MOTYT C/Iy4aliHO 3arpy3nTb BUPYCbl UM APYroe HexenaTenbHoe nporpammHoe obecnedyeHue.

11. Co3gainte Bawemy pebeHKy orpaHMYEHHYH0 yYEeTHYIO 3anucb ANnA paboTbl Ha KoMMbloTepe.

12. Npuyumte Bawero pebeHka coobuwatb Bam 0 AO6bIX yrpo3ax WAM TPeBOrax, CBA3aHHbIX C
NHTepHeToM. HanomHuTe aeTam, YTO OHWM B 6E30MacHOCTM, eC/iM Camu PaccKasaan Bam O CBOMX
TpeBorax v onaceHusXx.

13. PacckaxkuTe Aetam o nopHorpadum B MHTEpHeTe.

14. HactamnBaliTe Ha Tom, 4Tobbl AETM NPEAOCTaBAAAN BaM AOCTYMN K CBOEW 3/1eKTPOHHOW nouTe,
4yTO6bI Bbl YOEANANCH, YTO OHW HEe 0BLLAOTCA C HE3HAKOMLLIAMMU,

15. Ob6bsacHuTe AEeTAM, 4YTO HeNb3A WNCNOo/b30BaATb CETb AO/1A4 XYNUTAaHCTBA, PaACNpPOCTPaHEHUA
CnneTeH nnaum yrpos.

Bo3pacr gerteii ot 13 go 17 ner



B 3TOomM BO3pacTe MOAPOCTKM aAKTUBHO WCMO/b3YOT MOMCKOBbIE MallMHbI, MOJIb3YIOTCA
3/IEKTPOHHOM NOYTOMN, CNy*KbamM MrHOBEHHOrO obmeHa COObLEHNAMM, CKAaUMBAOT My3blKY U GUAbMBI.
Manb4yMKam B 3TOM BO3pacTe Hosblle MO HpaBy CMETATb BCE OrPaHUYEHWUs, OHWU XKaxKayT rpyboro
FOMOPA, a3apPTHbIX UrP, KAPTUHOK "ans B3pocabix'. [leBOUYKM NpeanounTaloT 06LWwaTbCsA B YaTax, Npu 3TOM
OHM ropasao 6osee YyBCTBMTENbHbI K CEKCYA/IbHbIM JOMOraTenbcTBam B MHTepHeTe.

3avacTyio B 4@aHHOM BO3pacTe pPOAUTENIAM Y¥Ke BECbMa C/IOXKHO KOHTPO/IMPOBaTbL CBOUX AETel, Tak
Kak 06 MHTepHeTe OHW y)Ke 3HAlOT 3HAYUTENbHO Oonblle cBOMX poguTenein. Tem He MeHee, He
oTnyckaute pgetei B "cBobogHoe nnaBaHMe" no WHTepHety. CTapaiiTecb aKTMBHO Yy4yacTBOBaTb B
obuweHnn pebeHKa B UHTepHeTe.

BaykHO no-npexHemy cTporo cobaogaTb npasuia MHTepHeT-6€30NacHOCTM - COrNalleHne Mexay
poautenamm u petbMu. Kpome TOro, HeobxogMMO KaK MOMKHO 4alle MpPocMaTpuBaTb OTYETbl O
aestenbHocTn geteli B MHTepHeTe. Cneayer obpaTnTb BHMMaHME Ha HEOBXOAMMOCTb COAeprKaHus
pPOAUTENBLCKUX Naposieit (naposiel agMMHUCTPATOPOB) B CTPOrOM CeKpeTe M 06paTuTb BHMMaHUE Ha
CTPOroCTb 3TUX Naposien.

CoBeTbl N0 6e30nacHOCTK B 3ToM Bo3pacTte oT 13 go 17 net

1. Co3gante CNMCOK AOMALUHMUX MpPaBWUA MOcCeweHua WMHTepHeTa npu y4yacTUM MOAPOCTKOB U
TpebyiTe 6e3yc/oBHOro ero BbinosHeHUs. Obrosopute ¢ pebeHKOM CMMCOK 3anpelleHHbIX CanToB
("uepHbIit cnncok"), yackl paboTbl B UHTEpHETE, PYKOBOACTBO MO 06LLEeHMI0 B MHTEepHeTe (B TOM uncie B
yaTax).

2. KOMI'IbI-OTep C NOAKNHOYEHNEM K CETU MHTepHET AO0/1XKeH HaxoanTbCA B o6u.|,e171 KOMHarTe.

3. He 3abbiBaitTe becesoBaTbh ¢ A4eTbMKW 06 UX ApPy3bAX B MHTepHeTe, O TOM, YemM OHW 3aHATbI
Takum obpasom, byato pedb MAET O APY3bAX B peanbHOM uU3HM. CnpalunmBante o Noaax, C KOTOPbIMU
AeTn obLiaoTca nocpeacTtBom Cay»K6 MrHosBeHHoOro obmeHa coobueHnsmMmM, YTobbl yoeauTbes, YTO 3TH
N0AM UM 3HaKOMbI.

4. Wcnonb3yiiTe cpeactBa OG/NOKMPOBAHMA HEXENaTeNbHOrO KOHTEHTA KaK AOonoJiHeHue K
CTaHAapTHOMY PoauTenscKkomy KOHTPOIIO.

5. HeobxoAMMo 3HaTb, KakMMu YaTamu Mosib3ytoTcA Bawwu getu. MoolipsiTe Mcnonb3oBaHWe
MOZEepPUPYEMbIX YaTOB M HacTamealTe, UTobbl A4eTh He 06LANNCh B NPUBATHOM PeEXKMUME.

6. HacramBalite Ha TOM, YTOObl AETU HWUKOrA4A He BCTPEYASIUCb JIMYHO C APY3bSAMM U3 CETU
MHTepHeT.

7. Mpuyunte petei He BblAABATb CBOK IMYHYIO MHOOPMALMIO CPeACTBAMM IEKTPOHHOM NOYTHI,
4aToB, CUCTEM MFHOBEHHOIO 06MeHa COOBLLEHNAMM, PEFUCTPALMOHHDBIX GOPM, IMYHBIX Npodunen n Npu
perucTpaunumn Ha KoHKypcbl B UHTepHeTe.

8. MpuyunTe aeteit He 3arpy>katb nporpammbl 6e3 Balero paspelieHna. OBGbACHUTE UM, YTO OHM
MOTYT C/Ily4aliHO 3arpy3nTb BUPYCbl UM APYroe HexenaTenbHoe nporpammHoe obecnevyeHue.

9. Mpuyunte Balwero pebeHKa coobuwatb Bam O OBbIX yrpo3ax WAM TPeBOrax, CBA3aHHbIX C
NHTepHeTOM. HanomHWTe AeTAM, YTO OHUM B 6@30NacHOCTM, eC/IM CaMM pacCcKasanu Bam, O CBOMX yrpo3ax
nnu Tpesorax. MoxsaauTe Ux M NOCOBETYNTE NOAOWTH eLle pas B NOA06HbIX CAydasX.

10. Pacckaxkute getam o nopHorpadum B WHTepHeTe. NMomorute Mm 3aWUTUTLCA OT Cnama.
HayuuTe NoApoCTKOB He BblAaBaTb B MIHTEpHeTe CBOEro peanbHOoro 3/eKTPOHHOTO agpeca, He OTBeYaTb
Ha He)KeslaTe/ibHble MUCbMA M UCMOJIb30BaTb CNeLMalibHble MOYTOBbIE PUALTPBI.

11. NpuyunTe cebs 3HAKOMUTLCA C CaiTaMK, KOTOPbIE MOCELLAOT NOAPOCTKM.



12. Hayuute geTeli yBaxKaTb ApYyrux B MHTepHeTe. YbeamuTech, YTO OHM 3HAKOT O TOM, YTO NpasBuia
XOpOoLIero NoseAeHNn AeCTBYIOT BE34e - AaXKe B BUPTYa/lbHOM MUpe.

13. ObbAcHUTE AeTAM, YTO HW B KOEM Cayyae Hesb3si Mchnosb3oBaTb CeTb A/s XYJIMFaHCTBa,
pacnpoCTpaHeHMA CAAeTeH UK Yrpo3 APYrMm AK04AM.

14. Obcyante C noapoCTKamMM MNpobaemMbl CeTeBbIX a3apTHbIX UIMP M UX BO3MOXKHbIA PUCK.
HanomHuTe, 4TO AETM HE MOTYT UTPATb B 3T UTPbl COF/TACHO 3aKOHY.

MOCTOAHHO KOHTpO/AMpYlTe Mcnosib3oBaHMe UHTepHeTa Bawum pebeHkom! 370 He HapyweHue
€ro JIMYHOro NPOCTPaHCTBA, a Mepa MNPeAOCTOPONKHOCTM M NposABAeHWe Bawel poauTenbcKoin
OTBETCTBEHHOCTM U 3a60Tbl.



