@ He o6uwailcA ¢ He3HAaKOMbIMK NIOABMW U HE NMPUHUMAK UX B APY3bA, ecnn Yy TebAa ecTb MecceHaXXepbl
WNn coumanbHble ceTu. He NpUHUMal OT HUX WU He OTNPaBNAN UM NMYHble coobeHnA. Obwakca TONbKO
Ha NPOBEPEHHbIX POANTENAMK NnaTopmax.

@ Ecnu B MHTepHeTe Cny4yuMnocb 4TO-TO MNNIOX0oe, Hanpumep, KTO-TO Hanucan Tebe 4TO-TO 06MAHOE
nnn Tbl yBWOEeNn 4TO0-TO Hexopowee B MHTBDHBTB, COXpaHn 3TO0 KakK KapTUHKY WK coobLieHne,
4yTOo6bl NOKa3aTb 6IN3KUM B3pPOCNbIM.

@ Ecnu ¢ paspeweHWA poautTened Tbl WUrpaellb B OHNAWH-UrPbl, TO WCNONb3YW NCEeBOOHUM,
TO eCTb BblAyMaHHOe, a He HacToALlee UMA.

@ O6cy>xpan ¢ poauTenAMM, B Kakue Urpbl Tbl Urpaelb U 4To cMoTpulub B UHTepHeTe. B urpax u Bmaeo
B MHTepHeTe wWHOrga nokasbiBaloT NAOX0e MNOBeAeHMEe WNM roBopAT nnoxuve cnoea. Belbupait BmecTe
C poauTenAMW TONbKO 6e3onacHble canThbl, Urpbl U BUAeo. Bcerga cnpawwBal B3pOCbIX, €C/IM YTO-TO
HEMOHATHO.

@ He Bcemy B MUHTEepHeTe MOXXHO AoBepATh. [1poBepAi BMeCcTe C poauTENAMM UK YYUTENAMKU MHAOPMaLMIO
N WCTOYHMKK, OCOBEHHO HOBOCTM W 3amaH4uvBble npepnoxeHuAa. Waberail nogo3puTENbHBIX CCbINOK
1 coobweHnin, 4Tobbl HE cKavaTb BUPYCLI UMM HE NonacTe Ha 0bMaH.

@ CoBepwait NoKynku B WHTepHeTe TONbKO BMecTe C poOAUTenAMU. He nokynaii HUYEero B JINYHbIX
COOBLIEHNAX B COLMAnbHbIX CETAX UM MecceHaXepax — TakK MOLEHHUKU MOTyT YKPacTb AeHbry UAW A0CTyn
K TBOMM aKKayHTam.

@ Hukorpa He coobwaili Hukomy Kpome  poputeneid [WUH-kop  G6aHKOBCKOWM  KapThbl
u koAbl 3 CMC-yBegomneHuid.

@ YyacTBYil TONbKO B TE€X OHNAWH-3aHATUAX, KOTOPbIE pa3peLwarT U NpeanaralnT poanTENn U yuuTens.
OT0 MOryT 6bITb ONMMNUAALI, KOHKYPChI, KYpCbl NN BEOMHaPbI.

37K npaBwuna nomoryT Tebe 3awmTUTL ce6A OT PasNUYHLIX HeNpuUATHOCTeN B MHTepHeTe, a Takxe co3paThb
6e3onacHoe 1 No3UTUBHOE NPOCTPAHCTBO A/1A Ce6A 1 ApYrux.

KYOA OBPATUTBCA 3A NOMOLLBIO

Ecnu yTto-TO TEOA HacTopaxXuBaetT Ui nyraet — ob6A3aTesibHO OﬁpaTHCb K poautTenAam
Un yynuTenAam 3a HOMQP)KKOFI ¥ nomMmouybio!

TenedoHbl AOBepUA, ropAavne NMUHUK

FopAYaA NUMHUA KPU3WUCHOW ncuxonorvyeckon nomowm MuHucTepcTBa npoceeweHuA Poccuinickon Pepepauum
(6ecnnaTHo, kpyrnocyTo4Ho) 8-800-600-31-14
+ Ha nuHun exxeHEBHO U KPYrfioCyTOYHO OKa3blBAeTCA NCUXOMOrMYeckKan noMoLlb W NoaaepyXkKa BCeM NO3BOHWUBLUNM,
Haxo4ALWMUMCA B KPU3UCHOM COCTOAHUU UMW B KPUSUCHOW CUTYyaLmK.

Bcepoccuitickuin fletckuii TenecoH gosepua (6ecnnatHo, KpyrnocyTo4Ho) 8-800-2000-122
+ Mcrxonornyeckoe KOHCYNbTMPOBaHWEe, SKCTPEHHaA W Kpu3WcHaA MCMXoNnornyYeckaA MoMollb OeTAM, MoapocTKam
1 poauTenam.

FlopAayaAa nuHMA  «Pe6eHOK B onacHocT» CneacteeHHoro  komuteta  Poccuitickon  ®epepauum
(6ecnnatHo, KpyrnocyTo4yHo) 8-800-100-12-60#1

FopAYaA nMHUWA noanep)XKu no sonpocam Tpaenu Tpasnu.NET 8-800-500-44-14
(MH-MT ¢ 10:00 ao 20:00 N0 MOCKOBCKOMY BPEMEHN).
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2. PEKOMEHAALUMU
ANA NOAPOCTKOB MO BE3OMACHOCTU
B CETV UHTEPHET

Mpueert, noporoi ppyr!

CoBpeMEeHHbIA  MUP  CTPEMWUTENbHO MEHAETCA, pasBMBAlOTCA  OHNAWH-TEXHOMOMMKW, pPasfiMYHble raKeTbl W Aesalichl,
KOTOpble BCE Mbl WCMONb3yeM B MOBCEOHEBHOW >KM3HW. VIHTEpHeT TakXe CcTan HEeKOTOPOW 4YacTbld Halel peanbHOCTH
N WHCTPYMEHTOM, C MOMOLLbIO KOTOPOro MOXHO OBLATLCA, YYUTLCA, y3HaBaTb HoBoe. W, kKak ¢ MobbiM MHCTPYMEHTOM, UM HYXHO
NONb30BaTLCA aKKYPATHO, NOMHA O HEKOTOPBIX PUCKAX U Yrpo3ax BUPTYanbHOro Mupa.

Ecnu Tbl BO BpemA y4yebbl unn pocyra Mcnonb3yelwb WHTEpHET W ero pecypcbl Ha cMapTgoHe, MnaHweTe WAM NepcoHanbHOM
KOMMbIOTEPE, NOXanyWcTa, BOCMONb3YWCA CcnegylowuMu pekomeHpgauuAmn. OHWM nomoryT Tebe ObiTb 60nee KOMMNETEHTHbIM,
OCO3HAaHHbIM, BHUMATENBHBEIM U OCMOTPUTENBHBIM B OHNAWH-NPOCTPaHCTBe, NPoABUTL 3a60Ty 0 cebe, cBoMX BAU3KMX U OPYrUX NOAAX.

@ nowmHm o 3awmTe cBoEI NIMUHOI UHOPMALWK
He Aenuck B OHNaMH CBOMMW UMK YY>XKUMW TUYHBIMU AaHHBIMU: HUKOTAA He NyBnuKyn CBOM hamuinio U UMA, NOMHYIO AaTy
POXKOEHWA, AOMALHUIA anpec, HoMep TenedoHa, HOMEp LWKOMbl M Kacca, B KOTOPbIX YYMIILCA, MHCGOpPMAUMIO
0 ceMbe UK APYryIo NUUHYIO HGopMauuio B MIHTepHeTe. TUMU CBEASHNAMI MOTYT BOCMOMb30BATLCA 3MI0YMbILLNEHHUKM. Q
Daxke TBOU POTO, BUAEO W FONOCOBLIE COOBLUEHUA MOTYT BbITH UMW UCMONL30BaHSI.
Ucnonbayii HWKHEAMbI (NCEBAOHWMbI) NPU  perucTpauMu Ha caiiTax, B COUMANbHbIX CETAX, MecceHmkepax ==
UMY B Urpax, a He CBOe HACTOALLee UMA.

MCKJTIOYEHMWE: oduumansHsle nnaTtdopmbl  (Hanpumep, ®DenepansHan rocygapcTBEHHAA WMHGIOPMAUMOHHAA cucTema
«EAuHbIA NnopTan rocygapcTBEHHbIX M MyHULMNANBHBLIX YyCnyr» unn Focycnyri) u mecceHakepel (Hanpumep, Ccepym, Max).

9 Wcnonb3yil HACTPOWKKM KOH(UAEHUMANIbHOCTH
Ha MobunbHbIX yCTPOCTBAX, B MECCEHAXKEepaXx, COUManbHbIX CETAX, YTOObI OrpaHuHYMTb AOCTYN K TBOEW MHGopMaumn.
Y6eauch, YTO TBOW MPOOUNIN U akKayHTbl HAacTpoeHbl Tak, 4Tobbl TONbKO 6nuskve, ApY3bA W Y4UTEenA MOrnuM BUAETb
JINYHYIO MHOPMaLUWIO.
Ecnun Tbl akTUMBHO BEOEWb CBOK CTpaHuuy, KaHan wunu I'IaﬁﬂldK, orpaHv4e OOCTYN K CBOMM NOCTam: HaCTDOIFI BUOWMMOCTb
cBoMX Ny6nukauuwin Tak, 4Tobbl UX MOrNW BWAETL TOMBKO Te, KOMY Thbl AOBeprAelb (poauTenu, 6nM3kue poacTBEHHUKW,
OpYy3bA, BO3MOXHO YYUTENA).

o MpumeHAn 6e30nacHbie NApoayu U He Coo61an UX HUKOMY
HapexxHbiil naponk — 3TO CNOXHbIA NApo/b, COCTOALMA W3 3arnaBHbIX U CTPOYHbIX BykB, undp 1 cumeonos. ObbIMHO
ero TpPyAHo yragaTb unu noao6paTb. He Mcnonbayii 0AMH KU TOT Xe napofib ANA pasHbiX akkayHToB. Hukorga He penuce
CBOMMMW NaponAMKn ¢ APYTMMK, faxe ¢ Apy3bAMW. PerynApHo meHAl naponu, 4yTobel obesonacuTs ceba. [

[nA 3aWmThl OT BpeAOHOCHBIX NPOrpaMM W HexxenaTenbHoro Tpaduka ucnonb3yin aHTUBMPYChI U cucTembl 6e30MacHoCTK,
KOTOpble 0eMCTBYIOT Kak B6apbep Mexay KOMMbIOTEPHON CETbIO U BHELUHUM MUPOM.

e OG6cy)xpaail Bonpocbl OHNaiH-6e30MNacHOCTU C POAUTENAMU UK YYUTENAMU
Coobuwain o npobnemax: ecnu KTo-To yrpoxaet Tebe unu Tbl YyBCTBYEWbL ceba HekomdpopTHO B MIHTEpHeTe, paccKaxu
06 atoMm poguTenAMm wunu ydutenAm. ObpawaTbCA 33 NOMOLWLK W NPUHUMATE €8 — BaXHLIW HABLIK COBPEMEHHOro
YenoBeka.
CoxpaHAih pokaszaTenbcTea: €cnM Thl CTan XepTeoi KubepTpasnu (KubepbynnuHra), OpYyroro OHNAWH-HacunuA
WM MOLUEHHWYECTBA, COXPAHAN CKPUHLLOTLI M COOBLLIEHWA KakK OoKa3aTenscTea. [MoMHM o kubepbynnuHre: ecnu Tel cTan
XKePTBOW OHNAalH-Tpasnn, coobwm 06 3TOM B3POCbIM.
Bynb BHMUMaTeneH K OHNaMH-Urpam WM MeanakoHTEHTY: HEKOTOpbIe Urpbl MOTYT COAepPXXaTk arpeccMBHOe noBefeHue,
a Buaeo n hoto — HenodobaloWwmiA, TOKCUYHBIA KOHTEHT. Obcykaain ¢ poanTenAMK, B KakMe Urpbl Tbl Urpaellb, Kakue
OHNanH-NNaTgopPMbl U KOHTEHT Tebe MHTepeCHbI.
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o Wcnonb3ayili aHTUBUpPYCHOe nporpammHoe o6ecnedeHune U drailpeon (MexxceTeBoi aKpaH, 6paHamayap) o

0 CrapaiicAa npuaep)xuBaTbcA 6e30nNacHOro o6weHunA

WHTepHeT Tak yCTpPOEH, 4TO WHOr4a MOXET CHAOXKWMTLCA WNMK3WA  OoBepuA, 6Ge30nacHoOCTW, aHOHWMMHOCTW G=p
1 KoHdMaeHunanbHocTU. MoXeT nokasaTbCA, YTO Thbl XOPOLLO 3Haellb YeNoBeKa, C KOTOPbIM B PeasibHOM XW3HU HUKOrAa ﬁ

He BCTpe4ancsa, Ho yXe Kakoe-To BpemA obwaewbcA oHnandH. Ho ato moxeT 6biTe HebezonacHbiM. MNMoaTomy He obliainca

C He3HakOoMbIMWM nogbMM B WHTepHeTe W He MpUHMMAaM 3anpockl B APYy3bA OT TEX, KOro He 3Haellb : k

B peanbHoi »W3HW. He oTnpaBnAi nuyHble coobleHwA HesHakomuam: 6ydb OCTOPOXEH € TeMm, Y4TO Thl NUWelb

W OTnpaenAeLlb B NMYHbIX coobLWweHNAX. He BcTpeyaiica ¢ niogbMu U3 VIHTepHeTa, 3To MOTyT BbITh 3N0YMBILLNEHHWUKM.
Ecnn kto-To B UHTEepHeTe BeneT cebA CTPaHHO WNW NbITAETCA 3aCTaBuTh TebA OgenaTtbk 4YTO-TO, YTO Bhbi3biBaeT y TebA
CTbid, WK cnpawwueaeT TebA 0 TOM, O YeM Tbl HE XOYellb rOBOPUTL, 3a4aeT MHOro BOMPOCOB O TBOEW CeMbe, NpekpaTun

obweHre 1 coobwwy 06 3TOoM B3pocnbiM. Camblii HafeXHblit cnocob nos3aboTuTecA 0 cebe — npepBaTb KOHTaKT
C HE3HaKOMbIM NONL30BaTENEM, KOTOprIFF MOXeT NcaTb UNK 3BOHUTE Tebe. Q
—
b
o MNoszaboTbCcA 0 cBOEH KubeprurueHe 8F «
Crapaiica orpaHn4nTbL BpemA, nposegeHHoe B MiHTepHeTe. [lenail nepepbiBbl M 3aHUMANCA APYrMMM BUWOAMW OEATENbHOCTH,
yTOobbI M36EeXaTh NepeyTOMNEHWA, YCTaNnoCcTH rNas 1 3aBUCMMOCTK OT LM(POBLIX YCTPOWCTB. 4

® ®©re0yY BO Mrnny @ ©reyY HMUL NH um. B.N. Cep6ckoro



@ VYuactsyii Tonbko B Ge30nacHbIX OHNAH-aKTUBHOCTAX

Bribupaii 6e3onacHbie cainTbl M NPUNOXKEHWA, UCNONb3YIA TONBbKO NPOBEPEHHbIE NNaTopPMbl ANA OBLLEHUA U UIp.

YyactByil B Tex obpasoBaTeflbHbiX OHNAaWH-aKTUBHOCTAX (ONMMNMapax, KOHKypcax, Kypcax, BeGuHapax W apyrux
co6bITUAX), KOTOpble NPOBEPEeHbl TBOUMW ONMM3KUMK B3POCNLIMK, W KOTOpble MoMOryT Tebe pasBuBaTb HaBbIKW
M 3HAaHWA.

© Passusail kputuueckoe MbiwneHme

MpoBepAil 1 NepenpoBepAil MHOPMAaLUWIO: HE BEpb BCEMY, YTO BUMOMWb B WHTepHeTe. [poeepAi hakThl U UCTOYHUKMK
nHhopMaunm, 0cobeHHO ecnn 3TO KacaeTcA HOBOCTEN MW 3aMaH4YUBbLIX NPeaNOXEeHWA.

Bynob ocTopoxeH € peknamon: He KIWKaid Ha MoJO03pWTEenNbHble CChbINKW, KOTOpPble MOryT MPUMBECTU K BUpyCam
WA MOLWEHHWYecTBY. [MOMHWM, YTO CCbINKM W3 NOAO3PUTENbHLIX MNUCEM, COOBLIEHWA W MOCTOB B MeCCeHmepax
WM COoLManbHbIX CeTAX MOryT coaepXaTk BpefoHOCHOe nporpammHoe obecneyeHwe W 3apasviTbh TBOW KoMMbloTep
1M MOBUNBHOE YCTPOMCTBO.
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@ Byab 6aMTeneH npu oHNaWH-NOKynNKax
He poeepAil caiTam, KOTOpbIe BbIMALAT NOAO3PUTENBHO, U NPOBEPAX OT3biBbl O Npofasuax nepes NoKynkoW TOBapoB
oHnawH. CoBepluai NOKYNKW TONbKO BMECTE C POAUTENIAMM.
He penaii Nnokynku B NWYHBIX COOBLUEHNAX B MECCEHOXKepax WK CouManbHbIX CETAX: MOLUEHHWKKM MOTYT NONY4YUTb OOCTYN *>
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W KOHTPO/b K AEHEXHLIM CPeacTBam U TBOMM akkKayHTam.
Bynop npegensHO OCTOPOXKEH C NPEAN0XEHWMAMM CAeNaTk AOHAT (40BpOBONBHOE AEHEXKHOE NOXEPTBOBAHWE).

@ Hukorga He npoaaBait CBOM aKKayHTbl B MECCeHMKepaXx, CoLuManbHbIX CeTAX, OHNalH-urpax,
a takoxe CUM-kapTel 1 6aHKOBCKUE KapThi!

MoLweHHWKIK MOFYT BOCNONb30BaATLCA MMM B KOprCTHbe uenAx, HO OTBETCTBEHHOCTb I'Ipm:l.&TCﬂ HEecCTKn Teﬁe, TBOMM
poguTenam u 6nuskum. Hukorga He coobuwait Homep, MWH-koa, CVC-koa v gpyrve gaHHble cBoeil 6aHKOBCKOW KapThbl,
a Takoke kofbl n3 CMC-yBeioMNeHWiA U 3NEKTPOHHBIX NMMCEM NOCTOPOHHUM JIIOAAM.

@ W3yun npasuna n HopMbl noBegeHnA B UHTepHeTe

MpuoepxuBainicA npaewun, 4Tobbl M3bexaTb KOH(MNWKTOB W HENpUMATHBIX cuTyauwmit. Cobnopail 3akoHbl, OeWCTByOLWe ® e
B HaweW cTpaHe — OHWM TakXe pacnpocTPaHAIOTCA Ha MOWCKOBbIE 3anpockl, noeefeHwe noaei B WHTepHeTe o
1 Ny6NUKyeMbliA UMW KOHTEHT. <

Bynob octopoxxeH ¢ nybnukaunAMK B cOUManbHbIX CETAX M COOBLLEHNAMW B MecCeHOXepax. To, 4TO KakeTcA 3abaBHbIM
N 6e306MaHBIM, MOXET HapywaTb 3aKOH, WM OKas3aTbCA BUPYCHbIM W 6bICTPO pPacnpoCTPaHMTLCA cpeau 60nbLIoN,

He Bcerga >xenarenbHon, ayautopuu. lMNpexae Yem pa3sMecTUTb NOCT MW OTNPAaBWUTL COOBLLEHWEe, BHUMATENIbHO OLEHNBai -~
ero cogepxxaHue. NMomuu: MHTepHeT — 3710 NybnMYHOE NPOCTPAHCTBO, U HeobayMaHHbIe NOCTYNKK MOTYT UMETb Cepbe3HbIe
nocnencTeuA.

Ecnu Tbi CTONKHYNCA C NPOTUBONPaBHbIM KOHTEHTOM B MHTBpHeTe‘ coobwm o6 aTom poanTenAaM Wunn yYUTenAm,
da Tak»e 0TNpaeb CCbINKKW M CKPUHLWOTEI B NPaBOOXpaHWTENbHbIE OpraHel K Pocxomua,u.aop.

Ku6ep6e3onacHocTb, LM(POBaA rPaMmoTHOCTb, HaBbIKU Pacno3HaBaHWA OHIalH-PUCKOB —
3TO Ba)XKHbIW acneKT TBOeM XXU3HN B COBPeMeHHOM Mupe!
Cnenysa 3TUM peKoOMeHAAUMAM, Tbl CMOXELLb 3alWMTUTL Ce6A OT PasfNYHbIX OHNAH-yrpos,
a Takxxe cos3faartb 6e30nacHoe 1 NO3UTUBHOE OHMAMH-NPOCTPAHCTBO ASIA Ce6A U ApYruX.

KYAA OBPATUTBHCA 3A NOMOLLBHO
n nonyvyntb AONONHUTE/IBHYHO NH®OPMALUIO

TenecoHbl AoBEpUA, ropAYUe JIMHUK

lopAYanA NUHWA KPUM3UCHONW ncuxonoruyeckon nomowm MuHmuctTepcTea npocseeweHnA Poccuitckon ®egepaumm 8-800-600-31-14
+ Ha nuHum eXeHeBHO W KPYrnoCyTO4HO OKa3bklBaeTCA NCUMXONorv4eckan NomMowbe W noadepxka BCemM NO3BOHWMBLUWMM, HaxXOORAWWMCA B KPWU3WCHOM
COCTOAHWK UM B KPU3WUCHOR cuTyaumm (BecnnatHo, KpyrnocyTo4Ho).

Bcepoccuinckuin fletckmnin TenegoH gosepun 8-800-2000-122
+ Mcuxonoruyeckoe KOHCYyNbTUpOBaHWe, 3KCTPeHHaR W KPW3WCHaA ncuxonorndeckaA noMoWwbe OeTAM, nogpocTkam W poauTenAm (ﬁeCI'IﬂaTHO,
KpYrnocyTo4Ho).

FopA4yan nuHuA «Pe6eHoK B onacHocTu» CneacteeHHoro komuteta Poccuiickoin ®epepauun 8-800-100-12-60#1
+ Takoke onA obpalweHyA AOCTYNHa KOpoTKaA KombuHauwa 123 (6ecnnatHo, KpyrnocyTouHO).

FopAyaA nuHUA noapep»kKu no sBonpocam Tpasnu Tpasnu.NET 8-800-500-44-14
« MH-NT ¢ 10:00 go 20:00 No MOCKOBCKOMY BPEMEHM.

OHNaiH-NnomMoLLb
 [opAYanA nuHmA «Qetn OHnaiH» http://detionline.com/helpline/about
» YAT-BOT «[o6pbiHA» (aHTuBynnuHr) https:/t.me/BylingBot
« Cant MonopexxHoro uwdposoro ombyacmena, pasgen «Ludponomowb» — cepsuc nopayn obpalleHuid ONA MONOQbIX JIOAEwn,
KOTOpbIe CTONKHYNUCh ¢ npobnemamun B MHTepHeTe hitps://lyouthombudsman.ru/help
» Coo6WWTh 0 3anpeLeHHOM KOHTeHTe MOXHO Ha caiiTe PockomHaasopa hitps:/eais.rkn.gov.ru/feedback/

WHdopmauvoHHO-MeTOAUYECKUE MaTepuanbl U pecypchbl
+ Kacnepckuia peTAm https://kids.kaspersky.ru/



